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CHAPTER | |
POLI Cl ES
Section 1

STANDARDS FOR ACCESS TO CLASSIFIED | NFORMATI ON OR
ASSI GNVENT TO SENSI Tl VE DUTI ES

2-100 Gener al

Only United States citizens shall be granted a personnel security clear-
ance, assigned to sensitive duties,. or. granted access to Cl assified information
unl ess am authority designated in Appendix ¥ has determ ned that, based on
all available infornmation, there are conpelling reasons in furtherance of the
Departnent of Defense mssion, including, special expertise, to assign an
i ndividual who is not a citizen to sensitive duties or grant a Limted Access
Aut horization to classified information. Non-U S. citizens, may be enployed in
the conpetitive service in sensitive civilian positions only when specifically
approved by the O fice of Personnel Managenent, pursuant to E.O0. 11935 (refer-
ence (k)). Exceptions to these requirenents shall be permtted only for
compel ling national security reasons.

2-101 Cl earance and Sensitive Position Standard

The personnel security standard that nust be applied to determ ne
whet her a person is eligible for access to classified information or assignnment
to sensitive duties is whether, based on all available information, the person’s
| oyalty, reliability, and trustworthiness are such that entrusting the person
with classified information or assigning the person to sensitive duties is
clearly consistent with the interests of national security.

2-102 MIlitary Service Standard

The personnel security standard that nust be applied in determning
whet her a person is suitable under national security criteria for appoint-
ment, enlistment, induction, or retention in the Arned Forces is that, based
on all available information, there is no reasonable basis for doubting tke
person’s loyalty to the Governnent of the United States.

Section 2
CRI TERI A FOR APPLI CATI ON OF SECURI TY STANDARDS

2-200 Criteria for Application of Security Standards

The ultimate decision in applying either of the security standards set
forth in paragraph 2-101 and 2-102 above nust be an overall conmon sense deter-
m nation based upon all available facts. The criteria 'for determning eligi-
bility for a clearance under the security standard shall include, but not be
limted to the foll ow ng:
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a. Comm ssion of any act of sabotage, espionage, treason, terrorism
anarchy, sedition, or attenpts thereat or preparation therefor, or conspiring
wth or aiding or abetting another to commt or attenpt to conmt any such act.

b. Establishing or continuing a synpathetic association wth a sabo-
teur, spy, traitor, seditionist, anarchist, terrorist, revolutionist, or wth
an espionage or other secret agent or simlar representative of a foreign nation
whose interests may be inimcal to the interests of the United States, or wth
any person who advocates the use of force or violence to overthrow the Govern-

nment of the United States or to alter the formof Governnent of the United States
by unconstitutional neans.

c. Advocacy or use of force or violence to overthrow the Governnent of

the United States or to alter the formof Government of the United States by
unconstitutional 0eans.

d.  Know ng membership with the specific ‘intent of furthering the ains
of, or adherence to and active participation in any foreign or domestic organ-
| zation, association, novenent, group or conbination of persons (hereafter
referred to as organizations) which unlawfully advocates or practices the
conm ssion of acts of force or violence to prevent others from exercising
their rights under the Constitution or laws of the U S. or of any State:or
whi ch seeks to overthrow the Governnment of the U S. or any State or subdivision
t hereof by unlawful neans.

e. Unaut horized disclosure to any person of classified information, or

of other information, disclosure of which is prohibited by Statute, Executive
Order or Regul ation.

f. Performng or attenpting to performone's duties, acceptance and
active mai ntenance of dual citizenship, or other acts conducted in a reamer
whi ch serve or which could be expected to serve the interests of another
government in preference to the interests of the U S

g. Disregard of public law, Statutes, Executive Orders or Regul ations
i ncluding violation of security regulations or practices.

h. Crimnal or dishonest conduct.

| . Acts of omi ssion or conm ssion that indicate poor judgnent, unreli-
ability or untrustworthiness.

j. Any behavior or illness, including any nmental condition, which, in
the opinion of conpetent nedical authority, may cause a defect in judgnent or
reliability wth due regard to the transient or continuing effect of the
i1l ness and the nedical findings in such case.

k. Mulnerability to coercion, influence, or pressure that may cause
conduct contrary to the national interest. This may be (1) the presence of
| medi ate fam |y nenbers or other persons to whomthe applicant is bonded
by affection or obligation in a nation (or areas under its dom nation) whose
interests may be inimcal to those of the U S, or (2) any other circunstances
that could cause the applicant to be vul nerable.
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1.  Excessive indebtedness, recurring financial difficulties, or unex-
pl ai ned affl uence.

m Habitual or episodic use of intoxicants to excess.

n. Illegal or inproper use, possession, transfer, sale or addiction to
any controlled or psychoactive substance, narcotic, cannabis or other dangerous
drug.

0. Any knowing and willful falsification, coverup, conceal nent, msre-
presentation, or omssion of a material fact fromany witten or oral state-
ment, docunent, form or other representation or device used by the Departnent
of Defense or any other Federal agency.

p. Failing or refusing to answer. or-to-authorize others to answer
questions or provide information required by a congressional commttee, court,
or agency in the course of an official inquiry whenever such answers or infor-
mation concern relevant and naterial matters pertinent to an evaluation of the
i ndividual’s trustworthiness, reliability, aad judgnent.

q. Acts of sexual msconduct or perversion indicative of noral turpitude,
poor judgment, or lack of regard for the laws of society.

Section 3
TYPES AND SCOPE OF PERSONNEL SECURI TY INVESTIGATIONS
2-300 General

The types of personnel security investigations-authorized bel ow vary
in scope of investigative effort required to nmeet the purpose of the particular
investigation. No other types are authorized. The scope of a PSI may be
neither raised nor lowered wthout the approval of the Deputy Under Secretary
of Defense for Policy.

2-301 National Agency Check

Essentially, a NAC is a records check of designated agencies of the
Federal Governnment that maintain record systens containing infornmation relevant
to making a personnel security determination. An ENTNAC is a NAC (scope as
outlined in paragraph 1, Appendix B) conducted on inductees and first-term
enlistees, but |acking a technical fingerprint search. A NAC is also an
integral part of each BI, SBI, and Periodic Reinvestigation (PR). Chapter
|11 prescribes when a NAC is required.
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2-302 National Agency Check plus Witten Inquiries

The Qffice of Personnel Managenent (OPM) conducts a NAC plus Witten
| nquiries (NACIs) on civilian enployees for all departnents and agencies of
the Federal Governnent, pursuant to E.Q. 10450 (reference (g)). NACIs are
considered to neet the investigative requirenents of this Regulation for a
nonsensitive or noncritical sensitive position and/or up to a SECRET cl earance
and, in addition to the NAC, include coverage of |aw enforcenent agencies,
former enployers and supervisors, references, and schools covering the |ast
5 years.

2-303 DoD National Agency Check Plus Witten lnquiries

DIS wll conduct a DNACI, consisting of the scope contained in para-
graph 2, Appendix B, for DoD military.and contractor personnel for access to
SECRET information. Chapter 111 prescribes when a DNACI is required.

2- 304 Background | nvestigation

The BI is the principal type of investigation conducted when an indi-
vidual requires TOP SECRET clearance or is to be assigned to a critical sensi-
tive position. The BI normally covers a 5-year period and consists of a sub-
ject interview, NAC, LACs, credit checks, devel oped character references (3),
enpl oynent records checks, enploynment references (3), and select scoping as
required to resolve unfavorable or questionable information. (See paragraph 3,
Appendi x B). Chapter IIl prescribes when a BI is required.

2- 305 Special Background | nvestigation

a. An SBI is essentially a BI providing additional coverage both in
period of tine as well as sources of information, scoped in accordance with
the provisions of DCID 1/14 (reference (1)) but without the personal interview
VWil e the kind of coverage provided for by the SBI determnes eligibility for
access to ScI, DoD has adopted this coverage for certain other Special Access
programs.  Chapter IIl prescribes when an SBl is required.

b. The OPM FBI, Central Intelligence Agency (ClA), Secret Service,
and the Department of State “conduct specially scoped Bls under the provisions

of DCID 1/14. Any investigation conducted by one of the above-cited agencies
under DCID 1/14 standards is considered to neet the SBI investigative require-
ments of this Regulation.

c. The detailed scope of an SBl is set forth in paragraph 4, Appendix B.

2-306 Special Investigative Inquiry

a. A Special Investigative Inquiry is a personnel security investi-
gation conducted to prove or disprove allegations relating to the criteria

outlined in paragraph 2-200 of this Regulation, except current crimnal activ-
ities (see paragraph 2-402d), that have arisen concerning an individual upon
whom a personnel security determ nation has been previously made and who, at
the time of the allegation, holds a security clearance or otherw se occupies a
position that requlres a trustworthiness determnation.
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b. Special Investigative Inquiries are scoped as necessary to address
the specific oDatters requiring resolution in the case concerned and generally
consi st of record checks and/or interviews with potentially know edgeabl e
persons. An S11 may include an interview with the subject of the investiga-
tion when necessary to resolve conflicting information and/or to provide an
opportunity to refute or mtigate adverse informtion.

c. In those cases when there is a disagreenment between Defense Investi-
gative Service (PIS) and the requester as to the appropriate scope of the
i nvestigation, the matter nay be referred to the Deputy Under Secretary of
Def ense for Policy forresol ution.

2- 307 Periodi c Reinvestigation

As referred to in paragraph 3-700 and other national directives, cer-
tain categories ofduties, clearance, and access require the conduct of a PR
every five years according to the scope outlined in paragraph 5, Appendix B.
The PR scope applies to mlitary, civilian, contractor, and foreign national
personnel .

2- 308 Personal Interview

| nvestigative experience over the years has denonstrated that, given
normal circumstances, the subject of a personnel security investigation is
the best source of accurate and relevant information concerning the matters
under consideration. Further, restrictions inmposed by the Privacy Act of 1974
(reference (m) dictate that Federal investigative agencies collect information
to the greatest extent practicable directly from the subject when the inforna-
tion may result in adverse determnations about an individual's rights, benefits,
and privileges under Federal programs.. Accordingly, personal interviews are
an integral part of the DoD personnel security programand shall be conducted
in accordance with the requirenents set forth in the follow ng paragraphs of
this section.

a. BI/PR. A personal interview shall be conducted by a trained DIS
agent as part of each BI and PR

b. Resolving Adverse Information. A personal interview of the subject
shal | be conducted by a DI'S ageat (or, when authorized, by investigative per-
sonnel of other DoD investigative organizations designated in this Regulation
to conduct personnel security investigations), when necessary, as part of each
Special Investigative Inquiry, as well as during the course of initial or ex-
panded investigations, to resolve or clarify any information which nay inmpugn
the subject’s noral character, threaten the subject’s future federal enploy-
nment, raise the question of subject’s security cleanability, or be otherw se
stignmatizing.

c. Hostage Situation. A personal interview shall be conducted by a DI'S
agent (or, when authorized, by investigative personnel of other DoD investiga-
tive organizations designated in this Regulation to conduct personnel security
i nvestigations) in those instances in which an individual has imediate family
menbers or other persons bound by ties of affection or obligation who reside
in a nation whose interests are inimcal to the interests of the United States.

(See paragraph 2-403.)
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d. Applicants/Potential Nominees for DoD Mlitary orGvilian Positions
Requiring Access to SCl _or Qther Positions Requiring an SBI. A personal inter-
view of the individual concerned shall be conducted, to the extent feasible,
as part of the selection process for applicants/potential nom nees for posi-
tions requiring access to SCl or conpletion of an SBI. The interview shal | be
conducted by a designee of the Conponent to which the applicant or potenti al
nom nee is assigned. Cerical personnel are not authorized to conduct these
interviews. Such interviews shall be conducted utilizing resources in the
order of priority indicated bel ow

(1) Existing personnel security screening systens (e.g., Ar Force
Assessment Screening Program Naval Security Goup Personnel Security Interview
Program U S. Arny Personnel Security Screening Progran); or

(2) Commander ofthe nom nating organi zati onor such official as he
or she has designated in witing (e.g., Deputy Commander, Executive Oficer,
Security Oficer, Security Manager, S-2, Counterintelligence Specialist,
Personnel Security Specialist, or Personnel Oficer); or

(3) Agents of investigative agencies in direct support of the
Conponent concer ned.

e. Admnistrative Procedures

(1) The personal interview required by paragraph d., above, shal
be conducted in accordance with Appendix G

(2) For those investigations requested subsequent to the personal
interview requirenents of paragraph d. , above, the follow ng procedures apply:

(a) The DD Form 1879 (Request for Personnel Security Investi-
gation) shall be annotated under Item 20 (Remarks) with the statenment “Personal -
| nterview Conducted by (cite the duty assignment of the designated officia
(e.g., Commander, Security Oficer, Personnel Security Specialist, etc.))”
in all cases in which an SBI is subsequently requested.

(b) Unfavorable information devel oped through the personal
interview required by paragraph d., above, wll be detailed in a witten report
attached to the DD Form 1879 to include full identification of the interviewer.
Failure to provide such information may result in conduct of an inconplete
| nvestigation by DIS.

(c) Whenever it is determned that it is not feasible to
conduct the personal interview required by paragraph d. above, prior to

requesting the SBI, the DD Form 1879 shall be annotated under lItem 20 citing
the reason for not conducting the interview

2- 309 Expanded | nvestigation

| f adverse or questionable information relevant to a security determ -
nation is developed during the conduct of a personnel security investigation,
regardl ess of type, the investigation shall be expanded, consistent with the

restrictions in paragraph 2-504, to the extent necessary to substantiate or
di sprove the adverse or questionable infornation.
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Section 4

AUTHORI ZED PERSONNEL SECURI TY | NVESTI GATI VE AGENCIES

2- 400 Cener al

The DI'S provides a single centrally directed personnel security invest-
i gative service to conduct personnel security investigations within the 50
states, District of Colunbia, and Conmonweal th of Puerto Rico for DoD Com
ponents, except as provided for in DoD Directive 5100.23 (reference (n)).
DIS wll request the Military Departnents or other appropriate Federal Agencies
to acconplish DoD investigative requirenments in other geographic areas beyond
their jurisdiction. No other DoD Conponent-shall conduct personnel security
i nvestigati ons unless specifically authorized by the Deputy Under Secretary of
Defense for Policy. In certain instances provided for below, the DS shall
refer an investigation to other investigative agencies.

2-401 Subversive Affiliations

a. Ceneral. In the context of DoD investigative policy, subversion
refers only to such conduct as is forbidden by the laws of the United States.
Specifically, this is limted to information concerning the activities of
i ndividuals or groups that involve or will involve the violation of Federal
| aw, for the purpose of:

(1) Overthrowing the Governnent of the United States or the govern-
ment of a state;

(2) Substantially inpairing for the purpose of influencing U S.
Government POl icies or decisions:

(a) The functions of the Governnment of the United States,
or

(b) The functions of the government of a state;

(3) Depriving persons of their civil rights under the Constitu-
tion or laws of the United States.

b. Mlitary Departnment/FBI Jurisdiction. Allegations of activities
covered by criteria a. through f. of paragraph 2-200 of this Regulation are
in the exclusive investigative domain of either the counterintelligence agen-
cies of the Mlitary Departnments or the FBI, depending on the circunstances of
the case and the provisions of the Agreement Coverning the Conduct of Defense
Departnment Counterintelligence Activities in Conjunction with the FBI (refer-
ence (0)). \henever allegations of this nature are devel oped, whether before
or after a security clearance has been issued or during the course of a per-
sonnel security investigation conducted by DIS, they shall be referred i medi-
ately to either the FBI or to a military departnent counterintelligence agency,
as appropriate.
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c. DS Jurisdiction. Allegations of activities [imted to those set
forth in criterion g. through g. of paragraph 2-200 of this Regulation shall
be investigated by DI S.

2-402 Suitability Information

a. General. Most derogatory information devel oped through personnel
security investigations of DoD mlitary exr civilian personnel is so-called
suitability information, that is, information pertaining to activities or
situations covered by criteria g. through g. of paragraph 2-200 of this Regu-
lation. Al nost all unfavorable personnel security determ nations made by DoD
authorities are based on derogatory suitability information, although such
information is often used as a basis for unfavorable admnistrative actions
not of a.security nature, such as action under the Uniform Code of Military
Justice or renoval from Federal enploynment under OPM regul ations.

b. Pre-clearance |nvestigation. Derogatory suitability information,
except that covered in d. bel ow, devel oped during the course of a personnel
security investigation, prior to the issuance of an individual’'s personnel
security clearance, shall be investigated by DIS to the extent necessary to
confirmor refute its applicability to criteria g. through gq. of paragraph
2-200.

c. Postadjudication |nvestigation. Derogatory suitability allegations,
except those covered by d. below, arising subsequent to clearance requiring
investigation to resolve and to determne the individual's eligibility for
continued access to classified information, reinstatement of clearance/access,
or retention in a sensitive position shall be referred to DIS to conduct a
Special Inves.tigative Inquiry. Reinvestigation of individuals for adjudicative
reconsi deration due to the passage of time or evidence of favorable behavior
shal |l also be referred to DIS for investigation. In such cases, conpletion
of the appropriate statement of personal history by the individual constitutes
consent to be investigated. |Individual consent or conpletion of a statement of
personal history is not required when paragraph 3-701 applies. Postadjudication
i nvestigation of allegations of a suitability nature required to support other
types of unfavorable personnel security determnations or disciplinary proce-
dures independent of a personnel security determ nation shall be handled in
accordance with applicable Conponent admnistrative regulations. These latter
categories of allegations |ie outside the DoD personnel security program and
are not a proper investigative function for departnental counterintelligence
organi zati ons, Conponent personnel security authorities, or DS

d. Allegations of Crimnal Activity. Any allegations of conduct of a
nature indicating possible crimnal conduct, including any arising during the
course of a personnel security investigation, shall be referred to the appro-
priate DoD, Llilitary department or civilian crinminal investigative agency.
Mlitary department investigative agencies have primary investigative juris-
diction in cases where there is probable cause to believe that the alleged
conduct will bethe basis for prosecution under the Uniform Code of Military
Justice.
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2-403 Hostage Situations

a. (General. A hostage situation exists when a nenber of an individ-
ual’s imrediate famly or such other person to whomthe individual is bound by
obligation or affection resides in a country whose interests are inimcal to
the interests. of the United States. The rationale underlying this category of
i nvestigation is. based on the possibility that an individual in such a situa-
tion mght be coerced, influenced, or pressured toact contrary to the best
interests of national security.

b. DIS Jurisdiction. Im the absence of evidence of any coercion,
influence or pressure, hostage investigations are exclusively a personnel
security matter, rather than counterintelligence, and all such investigations
shal | be conducted by DI S.

c. Military Departnent and/or FBI Jurisdiction. Should indications be
devel oped that hostile intelligence is taking any action specifically directed
agai nst the individual concerned--or should there exist any other evidence that
the individual is actually being coerced, influenced, or pressured by an
elenment inimcal to the interests of national security--then the case becones a
counterintelligence matter (outside of investigative jurisdiction of DIS) to be
referred to the appropriate mlitary department or the FBI for investigation.

2-404 Overseas Personnel Security Investigations

Personnel security investigations requiring investigation overseas shall
be conducted under the direction and control of DIS by the appropriate mlitary
department investigative organization. Only postadjudication investigations
i nvol ving an overseas subject may be referred by the requester directly to the
mlitary department investigative organization having investigative responsi-
bility in the overseas area concerned (see Appendix J) with a copy of the
i nvestigative request sent to DIS. 1In such cases, the mlitary departnment
i nvestigative agency will conplete the investigation, forward the conpleted
report of investigation directly to DIS, wwth a copy to the requester.

Section 5

LI M TATI ONS AND RESTRI CTI ONS

2-500 Authorized Requesters and Personnel Security Determ nation Authorities

Personnel security investigations may be requested and personnel
security clearances (including Special Access authorizations as indicated)
granted only by those authorities designated in paragraph 5-101 and Appendi x F.

2-501 Limt Investigations and Access

The nunber of persons cleared for access to classified information
shall be kept to a mnimum consistent with the requirenments of operations.
Special attention shall be given to elimnating unnecessary clearances and
requests for personnel security investigations.’
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2-502Col | ection of I|nvestigative Data

To the greatest extent practicable, personal information relevant to
security determnations shall be obtained directly fromthe subject of a per-
sonnel security investigation. Such additional information required to make
the necessary personnel security determnation shall be obtained as appropriate
from know edgeabl e personal sources, particularly the subject’s peers, and
t hrough checks of relevant records including school, enploynent, credit,
medi cal, and |aw enforcenment records.

2-503 Privacy Act Notification

Wienever personal information is solicited from an individual prepara-
tory to the initiation of a personnel security investigation, the individual
must be informed of (1) the authority (statute or Executive order that author-
i zed solicitation); (2) the principal purpose or purposes for which the infor-
mation is” to be used; (3) the routine uses tobe nmade of the information; (4) “
whet her furnishing such information is nmandatory or voluntary; (5) the effect
on the individual, if any, of not providing the information and (6) that
subsequent use of the data may be enployed as part of an aperiodic, random
process to screen and evaluate continued eligibility for access to classified
i nformation.

2-504 Restrictions on |Investigators

| nvestigation shall be carried out insofar as possible to collect only
as much information as is relevant and necessary for a proper personnel Security
determnation. Questions concerning personal and domestic affairs, nationa
origin, financial matters, and the status of physical health thus should be
avoi ded unless the question is relevant to the criteria of paragraph 2-200 of
this Regulation. Simlarly, the probing of a person's thoughts or beliefs
and questions about conduct that have no personnel security inplications are
unwarranted. \Wen conducting investigations under the provisions of this
Regul ation, investigators shall:

a. Investigate only cases or persons assigned within their official
duties.

b. Interview sources only where the interview can take place in
reasonably private surroundings.

c. A ways present credentials and informsources of the reasons for
the investigation. |Inform sources of the subject’s accessibility to the infor-
mation to be provided and to the identity of the sources providing the infor-
mation. Restrictions on investigators relating to Privacy Act advisenments to
subj ects of personnel security investigations are outlined in paragraph 2-503.

d.  Furnish only necessary identity data to a source, and refrain from
asking questions in such a reamer as to indicate that the investigator is in

possession of derogatory information concerning the subject of the investigation,

e. Refrain from using, under any circunstances, covert or surreptitious
i nvestigative nethods, devices, or techniques including mail covers, physical

or photographic surveillance, voice analyzers, inspection of trash, paid
informants, w retap, or eavesdropping devices.
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f. Refrain fromaccepting any case in which the investigator knows of
circunmstances that mght adversely affect his fairness, inpartiality, or
objectivity.

g- Refrain, under any circunstances, from conducting physical searches
of the subject or his property.

h. Refrain fromattenpting to evaluate material contained in nedical
files. Medical files shall be evaluated for personnel security program pur-
poses only by such personnel as are designated by DoD nedical authorities.
However, review and collection of nedical record information nay be acconp-
| ished by authorized investigative personnel.

2-505 Pol ygraph Restrictions

The pol ygraph nay beused as a personnel security screening nmeasure
only in those limted instances authorized by the Secretary of Defense in

DoD Directive 5210.48, (reference (p)).
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